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Progression

Year 1

Year 2

Year 3

Year 4

Year 5

Year 6

Online Safety

Alert: Say whether

something seems 'real' or
‘fake'

Balanced: List activities
that make me feel happy
online and any that make
me feel sad or angry

Brave: Say who | can talk
to if something online
makes me feel sad, angry
or uncomfortable (both
at school and home)

Kind: Explain how | can
work and play well with
someone online

Secure: Know the
difference between
private and public and
why it is important to
keep some information
private

Sharp: Know a range of
ways you can
communicate online and
offline (including how this
impacts what you share)

Alert: Understand that
someone online may not
be who they say they are

Balanced: Discuss
activities that make me
feel happy online and any
that make me feel sad or
angry, explaining why

Brave: Say who | can talk
to if something online
makes me feel sad, angry
or uncomfortable (both
at school and home)

Kind: Identify if a
comment is positive or
negative and describe
how someone receiving it
might feel

Secure: |dentify which
information is okay to
share online and who
with (including
considering who wants it
and why)

Sharp: Know the
advantages and
disadvantages of online
communication vs. offline
communication

Alert: Describe ways to
critically evaluate what
we see on social media

Balanced: Know what
screen time is and how it
can affect my wellbeing
both positively and
negatively (including
impact on sleep, mood
and physical health)

Brave: Explain what |
could do if something
someone said or did
online didn’t feel right (at
home and in school)

Kind: Suggest ways to
build positive and healthy
online relationships

Secure: Describe ways to
keep personal
information private
online by using common
sense and also safety
tools (e.g. passwords,
passcodes on devices,
parental controls)

Sharp: Know the
difference between
online vs. offline
friendships and say how
this impacts what you
share

Alert: Explain how social
media can mislead or
misrepresent reality.

Balanced: Discuss the
potential impact of online
gaming on the user’s
emotional and physical
wellbeing (including
discussion on whether
gaming addiction is real)

Brave: Explain what |
could do if something
someone said or did
online didn’t feel right (at
home and in school)

Kind: Describe strategies |
can use to respond to
hurtful online behaviour,
in ways that keep me safe
and healthy (including
blocking and reporting)

Secure: Understand why
it's important to have a
‘strong’ password and
how to create one.

Sharp: Explain what a
digital footprint is and
why it is important.

(including comments,
videos, images online)

Alert: Identify different
types of online scams
people our age may
experience, including
‘phishing’.

Balanced: Discuss the
potential impact of social
media on the user's
emotional and physical
wellbeing.

Brave: Understand that
there are organisations
dedicated to keeping

children safe online and
how | can contact them.

Kind: Understand the
term ‘consent’ in relation
to sharing content online
of other people.

Secure: Understand the
risks associated with
someone gaining access
to a person’s online
accounts through
hacking.

Sharp: Explore ways to
build a positive digital
footprint

Alert: Critically analyse a
range of digital content,

saying whether it is ‘real’
or ‘fake’.

Balanced: Discuss the
potential impact of
influencers and
advertising on the user’s
emotional and physical
wellbeing.

Brave: Understand that
there are organisations
dedicated to keeping

children safe online and
how | can contact them.

Kind: Suggest and
demonstrate ways the
internet can be used to
spread positivity.

Secure: Understand the
term ‘consent’ in relation
to the ‘Terms and
Conditions’ of using
certain online apps and
websites.

Sharp: Analyse what
various digital footprints
say about a person.
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Year R: Computing — Online Safety

Online Safety - Be Internet Sharp

Online Safety - Be Internet Kind

Online Safety - Be Internet Brave

We can talk to and play with others online and
offline.

Key Knowledge

* To know some people online are
not always who they say they are
To know that being unkind online is not ok
To know itis not ok to
meet people who you meet online in
person
To know STOP, CLOSE, TELL
To know that it is not ok buy things online
without permission.

Key Vocabulary

Online messages

3

Taking turns and sharing toys with my friends
are signs of playing well and being a good friend.
When | work with others | listen to their ideas.

Key Knowledge

What does a good friend do?

A good friend takes turns.

A good friend shares their toys.

A good friend uses kind words.

A good friend listens to other people when they
are talking.

What can you do on the internet?
You can play games.

You can talk to your friends.

You can find out new things.

You can watch videos.

Sharing a photo of someone else
without asking them might

make them very upset.

If you see something online that
worries or upsets you, you should
tell an adult right away.

Key Vocabulary

internet website

2 O

If something makes me sad or scared | know
who I can tell.

Key Knowledge

* Sometimes you might see something on an
iPad, phone, tablet or computer that you
don’t like.

It might be scary or make you feel worried.
It might make you feel funny in your
tummy.

The best thing to do is to tell an adult, like
someone in your family or someone in
school and they can help make it go away.

JESSIE &G
o FRIENDS

Episode 1
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Year R: Computing — Online Safety
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Online Safety - Be Internet Secure

We can talk to people online and offline. We have to be careful when we are online
because not everyone is who they say they are.

Key Knowledge

* If I have a problem online, | can always talk to an adult to
help me.
If someone tries to talk to me online, | should check with my
adult.
| shouldn’t answer any questions about myself when talking
to someone online.
Smartie the Penguin made good choices because every time
he had a problem, he went and checked with his adults.

Online Safety - Be Internet Balanced

Key Knowledge

Té_hple Hill
Online Safety - Be Internet Alert Primary Academy

An Exceptionai Place Ta Learn

Key Knowledge

Some things in the world are real.
Some things in the world are fake.
Videos, books and pictures can all be real or fake.

Key Vocabulary

real Something that actually exists and is true.

fake Not true or real.
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Year 1: Computing — Online Safety

Online Safety - Be Internet Sharp

We can talk to and play with others online and offline.

Key Knowledge

To know:

* ways you can communicate online e.g. social media, video chat, Roblox chat
* whatis okay to share online
* whatis not okay to share online

* ways you can communicate offline e.g. road signs, crying, teaching, whispering, smiling

Online Communication

Offline Communication

Key Vocabulary

online something that is done over the internet

offline something that is not done on the internet

Temple Hill
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Year 1: Computing — Online Safety

Online Safety - Be Internet Kind

listen to their ideas.

Key Knowledge

To know:

Taking turns and sharing toys with my friends are signs of playing well and being a good friend. When | work with others |

» there are games | can play online with others
* there are apps | can use to work with others online

Behaviours to show online

Behaviours not to show online

Using kind words when writing
comments.

Telling someone | don’t know they can’t
join in the game online.

Telling an adult if | see someone being
mean online.

Sharing a funny picture of my pet.

Key Vocabulary

Using unkind words when writing comments.
Telling someone | know they can’t join in the game online.
Joining in when someone writes a mean comment online.

Sharing a funny picture of my friend without asking them.

online friend A friend you only know from being online - you’ve never met them in person.

offline friend A friend who you have met in person (they may go to your school or live in your street). You may
also talk to them online.

Temple Hill
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Year 1: Computing — Online Safety
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Online Safety - Be Internet Brave

Sometimes you might see something on an iPad, phone, tablet or computer that you don’t like.

It might be scary or make you feel worried.

It might make you feel funny in your tummy.

The best thing to do is to tell an adult, like someone in your family or someone in school and they can help
make it go away.

Key Knowledge

* |t can be fun to take photos of and with friends.
* You can add filters to photos to make them look different or funny.
* Itisn’t okay to share a photo of someone else without asking them if it’s okay first.
You should always get their permission.
If someone shares a photo of you or you share a photo of someone else without asking them, it’s always
best to tell an adult straight away to get help.
You should not share photos of yourself with people you don’t know in real life.
Episode 2 - Sharing Pictures Aw:k g ;
x%‘ (;Dec:&o;‘
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Sharing Plctures
3 &
Episode 2 (S5

Key Vocabulary

Permission the action of allowing someone to do something, consent.

=




Year 1: Computing — Online Safety
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* If someone tries to talk to me online, | should check with my adult.
* Ishouldn’t answer any questions about myself when talking to someone online.
* Smartie the Penguin made good choices because every time he had a problem, he went and checked with his adults.

Key Knowledge

* Personal information is unique to me - it means people are able to identify who I am.

* Only those who know me offline should know my personal information.
I shouldn’t put my personal information online in case someone who doesn’t know me sees it.
Before putting something online | should check with a trusted adult.
It’s better to use an avatar and a fake name when gaming.

OK to share Keep it private

Favourite colour Date of birth (birthday)

Favourite song Address
Favourite animal School @

Favourite game Full name

Key Vocabulary

personal information Information about you that identifies you. This includes: name, address, date of birth, phone number, names of

parents, school name, height/weight.

Profile @QA An area or page on a site where information about a person is found.

trusted adult A grown up who will give you good advice and solutions to your problems. They won’t tell you off or blame you for
what’s happened. They will take care of you and help you fix the problem so you feel better.




Year 1: Computing — Online Safety

Online Safety - Be Internet Balanced
Key Knowledge

Doing activities on the internet can make me feel good sometimes.

Doing activities on the internet might make me feel bad sometimes.

If something is making me feel bad then | can choose to stop doing it and get help to
sort it out.

It's good for me to spend some time online and some time offline when I'm playing.

Key Vocabulary

online something that is done over the internet

offline something that is not done on the internet

Online Safety - Be Internet Alert

Some things in the world are real.
Some things in the world are fake.
Videos, books and pictures can all be real or fake.

Key Knowledge

Sometimes people can put information online to trick people.

A smart speaker can be used to ask questions to - it knows a lot of information. It's
always good to check the information we hear with an adult to check that it's real.
There are some questions that the internet can't help us with and it's better to ask a
real person!

Key Vocabulary

real Something that actually exists and is true.

fake Not true or real.
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Year 2: Computing — Online Safety

Online Safety - Be Internet Sharp

Online is something that is done over the internet.
Offline is something that is not done on the internet .

Key Knowledge

To know:

Ways you can communicate online and offline

The good things (advantages) about communicating online e.g. you can connect with people in
other countries, you can talk to your friends outside of school

The potential bad things (disadvantages) about communicating online e.g. you don't always know
who you are talking to

What information is okay to share online e.g. a picture of my cat

What information is not okay to share online e.g. what school | go to

Key Vocabulary

advantage A good thing

disadvantage A bad thing

AR,
Temple Hill
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Year 2: Computing — Online Safety
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An online friend is a friend you only know from being online - you’ve never met
them in person. An offline friend is a friend who you have met in person (they may
go to your school or live in your street). You may also talk to them online.

Key Knowledge

To know:

* some things on the internet are positive and make people feel good
* some things on the internet are negative and make people feel bad
* if I see something written online that is unkind, I should tell an adult

Key Vocabulary

comment what someone says in writing or words about something




Year 2: Computing — Online Safety
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Online Safety - Be Internet Brave

* It can be fun to take photos of and with friends.

+ Itisn’t okay to share a photo of someone else without asking them if it’s okay first. You should always get their permission.

* If someone shares a photo of you or you share a photo of someone else without asking them, it’s always best to tell an adult straight away to get help.
* You should not share photos of yourself with people you don’t know in real life.

Key Knowledge

To know:
* | can play games online with my friends.
Some people who | meet online can lie about who they are.
The best people to play with online are people | know offline (people from school, family or anyone else | know).
My password should only be known by me and my adults. Episode 3 - Playing Games
That no one online should ask me to keep a secret. If they do, | should tell an adult.
If anything happens online that makes me sad or uncomfortable, I should tell an adult JESSIE 0@

& FRIENDS

Playing Games

Episode 3

Key Vocabulary

report to tell someone something
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Personal information is unique to me - it means people are able to If something is making me feel bad then | can choose to stop doing it and get help to sort
identify who | am. itout.

I shouldn’t put my personal information online in case someone who It's good for me to spend some time online and some time offline when I'm playing.
doesn’t know me sees it.

Before putting something online | should check with a trusted adult.
It’s better to use an avatar and a fake name when gaming. There are lots of funny things on the internet that can cheer us up and make us happy.
There are also some things on the internet that can make us feel sad, worried, angry or
scared.

When we are playing online we should ask ourselves if we are having fun and feeling
good. If we aren't then we can choose to stop playing and do something else.

Key Knowledge

Key Knowledge

*  When putting something online you should think about whether you
would share that information with a stranger.
Putting something online is like telling a stranger because there are
people who we don’t know who can see what we post. Online Safety - Be Internet Alert
When you sign up to something online they can ask for personal
information - you should ALWAYS ask a trusted adult to complete sign
ups with you.

real Something that actually exists and is true.
Private Public fake

Not true or real.

Parent or carer’s phone number Best friend’s favourite movie « Sometimes people can put information online to trick people.

Home address Favourite ice cream * There are some questions that the internet can't help us with and it's better
Full name Favourite song to ask a real person!
Picture Instrument you play

Key Knowledge
Key Vocabulary
We need to think about what we see online and decide if it's real or fake.

People can create accounts online and lie about who they are.

When you look at people's online accounts you should check:

* their personal information matches their picture

* the content they are posting is real and doesn't contain links to harmful
websites
the posts and comments they are posting aren't trying to steal other people's
information

If you aren't sure if a profile is real you should always check with an adult.

private Something that you should keep to yourself.

online Using a computer, phone or tablet to visit a website or app.
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Online Safety - Be Internet Balanced Online Safety - Be Internet Alert

If something is making me feel bad then | can choose to stop doing it and get help to sort real Something that actually exists and is true.
it out.
It's good for me to spend some time online and some time offline when I'm playing. fake Not true or real.
Key Knowledge * Sometimes people can put information online to trick people.
* There are some questions that the internet can't help us with and it's better

There are lots of funny things on the internet that can cheer us up and make us happy. to ask a real person!

There are also some things on the internet that can make us feel sad, worried, angry or
scared. Key Knowledge

When we are playing online we should ask ourselves if we are having fun and feeling We need to think about what we see online and decide if it's real or fake
good. If we aren't then we can choose to stop playing and do something else. People can create accounts online and lie about who they are.

When you look at people's online accounts you should check:

* their personal information matches their picture

* the content they are posting is real and doesn't contain links to harmful
websites
the posts and comments they are posting aren't trying to steal other people's
information

If you aren't sure if a profile is real you should always check with an adult.
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Year 3: Computing — Online Safety

Online Safety - Be Internet Sharp

There are good things (advantages) and bad
things (disadvantages) to communicating with
someone online.

Key Knowledge

To know:

* Some advantages to communicating online
can also be disadvantages e.g. being able to
talk to your peers outside of school can lead
to nasty messages and bullying.

That people may say they are someone
different to who they really are when they
are online. They might pretend to be a
someone else and can lie about their age,
gender, where they go to school and any
other personal details, they might even send
a picture of themselves that isn’t really them.
Some information should be kept for offline
friends only, justin case an online friend isn’t

who they say they are e.g. full name, address,

birthday, school name.
Key Vocabulary

online A friend you only know from being
friend online - you’ve never met them in
person.

Online Safety - Be Internet Kind

Some things on the internet are positive and
make people feel good. Some things on the
internet are negative and make people feel
bad.

Key Knowledge

Suggest ways to build positive and healthy

online relationships and friendships.

To know:

* it’s easy to misunderstand what someone
meant in a message or via chat because
you can’t see their face or hear their tone
you should be honest about who you are
online, but don’t share any private
information

* some people tell lies online

Key Vocabulary

bullying Unwanted, aggressive
behaviour that is repeated over
time

bystander | Someone who has the power to
report bad beahviour, but
doesn’t do anything to stop it

offline A friend who you have met in
friend person (they may go to your school
or live in your street). You may also
communicate with them online.

upstander | Someone who steps in to stop
and/or report bad behaviour

Online Safety - Be Internet Brave

Some people online can lie about who they really
are. The best people to play with are people | know
offline. If something happens that makes me sad or
uncomfortable, | should tell an adult. If anyone
online asks me to keep a secret, | should tell an adult
right away.

Key Knowledge

Ways to deal with a photo or video you don’t like:

Key Vocabulary
bystander

People who we communicate with online need to
be treated kindly, just as we would treat someone
offline.

When we see someone being unkind to someone
else we have a choice to make - to be a bystander
or an upstander (helper).

Being online can bring both positive and negative
feelings.

Sometimes people can show you something
online that makes you feel uncomfortable or that
you don’t like. This can also happen by accident.

Turn off the device

Tell the person showing you it that you don’t like
it (speak up)

Find a trusted adult to talk to (report it)

someone who has the power to
report bad behaviour, but doesn’t

do anything to stop it

upstander

»:“1
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someone who steps in to stop
and/or report bad behaviour




Year 3: Computing — Online Safety

Online Safety - Be Internet Secure

Online Safety - Be Internet Balanced

*  When putting something online you should think about whether you would
share that information with a stranger.
Putting something online is like telling a stranger because there are people
who we don’t know who can see what we post.
When you sign up to something online they can ask for personal information
- you should ALWAYS ask a trusted adult to complete sign ups with you.

Key Knowledge

* Privacy settings can help keep our information safe online.
They help us decide who can see what information.
Many of us have smart devices in our homes - they collect and store our
information when we are using them. Sometimes this is then passed on to
other people. For example, smart speakers like Alexa, iPhones and tablets.
Passwords can help keep us safe by controlling who can log into our
accounts - we should share it with our parents/carers. If we share our
password with anyone else, then they could access our account and change
our privacy settings. They could also pretend to be us.
Passcodes can help by controlling who can get onto and use our devices.
Parental controls can help by limiting the websites and apps we can visit -
some websites and apps collect and store more of our information than
others.

Key Vocabulary

privacy
settings

Controls available on many devices, websites and apps to limit
who can access your profiles and what information visitors can see.

smart An electronic device connected to other devices or networks via
device WiFi.

digital
device

An electronic device that can create, generate, send, share,
communicate, receive, store, display, or process information.

When we are playing online we should ask ourselves if we are having fun and feeling good. If
we aren't then we can choose to stop playing and do something else.

When you are having screen time you are usually sitting down and are not active physically.
This means very little energy is used while doing it.

Too much screen time can make:

* It hard for you to sleep

* It harder for you to pay attention

* You feel anxious or depressed

* You gain too much weight

Key Vocabulary

screen time Activities done in front of a screen, for example, watching TV,

playing online games, researching on the internet.

Key Knowledge

»:“1
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Year 3: Computing — Online Safety
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People can create accounts online and lie about who they are.

When you look at people's online accounts you should check:
their personal information matches their picture
the content they are posting is real and doesn't contain links to harmful
websites
the posts and comments they are posting aren't trying to steal other people's
information

If you aren't sure if a profile is real you should always check with an adult.

Key Knowledge

Checking something is for real online:
Source credibility - who said/made it? What is the purpose of sharing this
information?
Fact-checking - search for the facts on other websites. What evidence is
there that this is true?
Multiple sources - is it on other websites?

Key Vocabulary

fake news False information that is posted in a way that makes it look like
itis true.

critically To ask questions to check if something is true rather than just
evaluate believing it.
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Year 4: Computing — Online Safety

Online Safety - Be Internet Sharp

An online friend is a friend you only know
from being online - you’ve never met them in
person. They may not be who they say they
are and so some information should be kept
for offline friends only e.g. full name, address,
birthday, school name.

Key Knowledge

To know:

* Some personal information is okay to share
online and some isn’t e.g. | can share my
favourite colour but | shouldn’t share my
full address.

* | can have a positive digital footprint by:

thinking before | share,

using correct settings on my
accounts,

choosing safe behaviours e.g.
accepting safe friends only online,
being kind online.

* Therisks associated with having a negative
digital footprint.

Key Vocabulary

digital Everything about you that you
footprint leave behind when you go
online. It is like a trail of
information. Itincludes
usernames, posts, comments,
search history, websites visited,
games played.

Online Safety - Be Internet Kind

Bullying is unwanted, aggressive behaviour that is
repeated over time. A bystander is someone who
has the power to report bad beahviour, but doesn’t
do anything to stop it. An upstander steps in to stop
and/or report bad behaviour.

Key Knowledge

To know ways to help stop bullying and stop

negative messages online:

* Setagood examples

* Beafriend

* Don’t encourage bad behaviour by giving it an
audience

* Don’t pass on hurtful messages

* Report mean, bullying behaviour

Key Vocabulary

target or
victim

Someone being bullied

To help stop an individual from
accessing your profile, sending you
messages etc.

blocking

To tell an app or website that there
is a problem with a specific account,
for example, the account isn’t who
they say they are, is posting
inappropriate content or spamming
users

reporting

Online Safety - Be Internet Brave

Ways to deal with a photo or video you don’t like:

Key Knowledge

Key Vocabulary

report using a social media service’s online
(online)

Being online can bring both positive and negative
feelings.

Sometimes people can show you something online
that makes you feel uncomfortable or that you don’t
like. This can also happen by accident.

Turn off the device

Tell the person showing you it that you don’t like it
(speak up)

Find a trusted adult to talk to (report it)

Asking for help is brave.

If someone shows you a picture or video that makes
you feel upset, you can use your words to refuse to
watch - these are your refusal skills e.g. “Please
stop.”, “I don’t like that.”, “I don’t want to watch
this.”

It’s always a good idea to report these situations to a
trusted adult.

You can also report inappropriate content to the app
or website you are using.

If there’s a conversation or post online that makes
you feel uncomfortable, it’s always a good idea to
take a screenshot so you can show an adult even if it
gets deleted.

b > .”’“
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tools or system to report inappropri
behaviour




Year 4: Computing — Online Safety

Online Safety - Be Internet Secure

Privacy settings can help keep our information safe online.
Smart devices collect and store our information when we
are using them. Sometimes this is then passed on to other
people.

Passwords, passcodes and parental codes can all help
keep our information safe.

Key Knowledge

* DO share your password only with your parents.
DO create passwords with at least eight characters.
DO use combinations of letters, numbers, and symbols.
DO change your password regularly - at least every six
months.

DON’T give a password to anyone else - not even your
friends.

DON’T use passwords that are easy for people you know
to guess, like your nickname or pet’s name.

DON’T use any private information in your password.
DON’T use a word in the dictionary as a password.

Key Vocabulary

password | Asecretword or phrase that must be used to get

into a place (either online or offline).

Online Safety - Be Internet Alert

fake news False information that is posted in a way that makes it look like

itistrue.

critically
evaluate

To ask questions to check if something is true rather than just
believing it.

You can fact check content you see online by asking yourself the following
questions:
* R-Doesitseemreal?
* E-Whatevidence is there that it's true?
* A-Additallup, use your own knowledge, ask other people
* L-Lookaround - are there other sources sharing the same story?
There are many fake accounts on social media. Check:
+ the spelling of names/handles
* how many followers they have
* when the account was created
* any content they've posted in the past
For images online, check:
Does the picture look altered?
What can you see in the background? Does it add up with the time, weather,
location it says it is? E.g. look for signs, shops, registrations on cars, what
people are wearing etc.
Does the picture appear anywhere else?
What else has the person posted?

Key Vocabulary

clickbait Something that is designed to make readers want to click on a

link e.g. a headline like "This one trick will change your life..."

Key Knowledge

debunk To show that something is false.

Temple Hill
Primary Academy
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Online Safety - Be Internet Balanced

Too much screen time can make:

Key Vocabulary

screen time

It hard for you to sleep

It harder for you to pay attention
You feel anxious or depressed
You gain too much weight

Activities donein front of a
screen, for example, watching
TV, playing online games,
researching on the internet.

digital
wellbeing

How we feel overall when
gamingor online.

gaming
addiction
(internet
gaming
disorder)

An uncontrolled use of online
games, in a way that affects a
person's life. It means that
gaming behaviours are so
strong that they take over

- _
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. . . emple Hill
A Online Safety - Be Internet Kind Online Safety - Be Internet Brave p,im,emde...',
Online Safety: Be Internet Sharp

You can help encourage good behaviour online by: Asking for help is brave.

* Setting a good example If someone shows you a picture or video that makes you feel

* Beinga friend upset, you can use your words to refuse to watch - these are your

* Notencouraging bad behaviour by giving it an refusal skills e.g. “Please stop.”, “l don’t like that.”, “l don’t want
audience to watch this.”

Key Knowledge * Not passing on hurtful messages You can report inappropriate content to a trusted adult and also

* Reporting mean, bullying behaviour to the app or website you are using.

Using social media can have risks It’s a good idea to screenshot conversations or posts that you

and benefits. Key Knowledge want to report to an adult, in case it gets deleted.

The choices | make online can lead To know:
to me being more or less at risk. o . . Key Knowledge
 that posting a picture of someone online,

My actions online give an . > . . . .

ny . & without their consent, can be hurtful When negative scenarios happen online, you always have choices.

impression of who lam as a . . . . . . .
erson forwarding a picture of someone online without It’s important not to retaliate or be mean back to someone who is

P _ their consent, can be hurtful being unkind; you want to set an example.

UK tates that th ho tak hot
Key Vocabulary i thz\/(\;\fv:eis atthe person who taxes a photo If you are the target of unkind If you are a bystander, you could:

digital | Everything about you that you US law states that the person in the photo is the behaviour, you could: * finda Way_to support the
footpr | leave behind when you go owner, as it is their identity * notrespond person being targeted
int online. It is like a trail of . * block the person privately

information. Key Vocabulary + stand up for yourself publicly support them by
Itincludes usernamgs, posts, consent permission for something to " report thg pgrson (parent, saying something nice
comments, search history, happen or agreement to do teacher, sibling, another get y.our friends to show
websites thin trusted adult and also use the public support too
visited, games played. Something reporting tools on the app to call out the behaviour

- — report the post, comment or decide not to spread the
Websites and applications that photo). drama

allow users to cregtfa and‘share report harassment by telling a
con.tent orto p‘art|C|pate in trusted adult
social networking.

| can have a positive digital footprint

by: thinking before | share, using correct
settings on my accounts, choosing safe
behaviours, being kind online.

Key Vocabulary

retaliate make an attack in return for a similar
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Online Safety - Be Internet Secure

Online Safety - Be Internet Balanced

DO share your password only with your parents.

DO create passwords with at least eight characters.

DO use combinations of letters, numbers, and symbols.

DO change your password regularly - at least every six months.

DON'T give a password to anyone else - not even your friends.

DON’T use passwords that are easy for people you know to guess, like your
nickname or pet’s name.

DON’T use any private information in your password.

DON’T use a word in the dictionary as a password.

Key Knowledge

Hackers can steal your information by accessing your accounts without
consent.

If an account gets hacked there are steps to take to limit the amount of
information that is stolen. For example, you should disable the account,
check any linked accounts and change your passwords.

There are ways you can secure your account to make it less likely you will get
hacked. This includes checking URLs, only giving essential information for
registering and being careful with downloads and clicking links.

Key Vocabulary

hacker someone who tries to get into another person's computer

using computer software

digital wellbeing

How we feel overall when gaming or
online.

consent agreeing to something

data breach an incident where information is stolen or taken from a system

without the knowledge or consent of the system's owner

gaming
addiction
(internet
gaming
disorder)

Key Knowledge

An uncontrolled use of online games, in
a way that affects a person's life. It
means that gaming behaviours are so
strong that they take over from other
life interests.

People can portray themselves in different ways online -
this can have an impact on their wellbeing and the
wellbeing of others who view their content.

What we see online is not the whole picture.

To help protect our own wellbeing we can:

Leave groups

Delete or pause our social media accounts

Take a break from being online

Reach out to friends to spend offline time together
Unfollow or block users that don't make you feel good
Report users that don't promote online positivity

Key Vocabulary

peer pressure

Feeling like you have to do
something because people around
you want you to or expect you to.

anonymous apps

Allow users to share and interact
with each other without revealing
who they are.
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You can fact check content you see online by asking yourself the following questions:
* R-Doesitseemreal?

* E-Whatevidence is there that it's true?

* A-Additallup, use your own knowledge, ask other people

* L-Lookaround - are there other sources sharing the same story?

Key Knowledge

There are many reasons someone might create false information online, including:
* To make money e.g. a scam
* To get more followers on social media
* To persuade people into a certain way of thinking
Phishing can be done in many different ways e.g. emails, text messages, phone calls,
social media.
You could have your bank card details, money or personal information stolen or your
device could be infected.
There are clues to look out for in phishing emails, calls or messages:
* Check the sender
Look our for incorrect spelling and punctuation
Is It too good to be true?
Where are the hyperlinks taking you?
Only download attachments that you trust
* Never give bank information on an email or message

Key Vocabulary

cyber attack An attack on someone that takes place on the internet.

scam A crime where someone tricks someone into giving them something
e.g. personal details or money.

phishing A cyber-attack where cybercriminals try to gain sensitive information
from you by pretending to be someone you would normally trust.
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Online Safety - Be Internet Sharp

Online Safety - Be Internet Kind

Using social media can have risks and benefits
and the choices | make online can lead to me
being more or less at risk.

Adigital footprint is everything about you that
you leave behind when you go online. It is like
a trail of information. It includes usernames,
posts, comments, search history, websites
visited, games played.

Key Knowledge

To know:

* Avariety of online platforms and what they
can be used for e.g. Instagram can be used
to share photos, LinkedIn can be used to
find jobs, a Whatsapp group can be used to
share personal information with a selected
group of users.

Sometimes | will have to share personal
information online in the future e.g. share
my full name and address if ordering
something online.

* When sharing information online to ask:

* Whois asking for it?
* Whydo they need it?

Consent is permission for something to
happen or agreement to do something.
Posting photos of someone else online
without consent can be hurtful.

Key Knowledge

To know:

* online bullying can have a massive impact
on victims, even if it seems ‘funny’ to the
bully

* theinternet can be used to make people
feel good and spread positivity
about specific online campaigns and
hashtags that promote positivity

Key Vocabulary

aword or phrase with a hash
signin front of it is used on
social media websites and apps
to identify digital contenton a
specific topic

hashtag

campaign an organised course of action

to achieve a goal

Online Safety - Be Internet Brave

Being online can be both a positive and negative experience.
Sometimes people can be unkind in comments and posts. You
may also see content that makes you feel uncomfortable.
When things happen you have choices - you can refuse the
content yourself and/or you can report it and ask for help

from an adult.

It’s a good idea to screenshot conversations or posts that you
want to report to an adult, in case it gets deleted.

Online communities (like social media apps) have terms of
service, which are like rules for the people who use them.
Often they have rules about harassment or bullying.

Many apps and sites have reporting tools for inappropriate
content or behaviour - you can report anything that goes
against the community rules.

Key Knowledge

Examples of features Instagram have in place to try and protect
users from seeing unwanted content

Comment Warning

When someone tries to post a potentially
[ offensive comment, we'll show a warning
reminding them of our Community
Guidelines and letting them know we may
remove or hide their comment if they

proceed.

Key Vocabulary

terms of service

service

Report

If you see something that violates our
Community Guidelines, report it so our
team can review it and take action. People
aren't notified when you report them.

the legal agreements between a service
provider and a person who wants to use that

*:‘"“ji i“::"
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Online Safety - Be Internet Secure

Online Safety - Be Internet Balanced

Hackers can steal your information by accessing your accounts without

consent.

If an account gets hacked there are steps to take to limit the amount of

information that is stolen. For example, you should disable the account,
check any linked accounts and change your passwords.

There are ways you can secure your account to make it less likely you will get
hacked. This includes checking URLs, only giving essential information for

registering and being careful with downloads and clicking links.

Key Knowledge

When we sign up to an app or website we must agree to the Terms &
Conditions.

Often the T&Cs are too long for us to realistically read and are sometimes
written in language that is difficult to understand.

If we don’t accept or consent to the T&Cs then we cannot use the service.

This means people often click to accept without reading and understanding.

It’s important to know what we are allowing companies to do with our
information and what they will do to help us if our information is shared
without consent.

Key Vocabulary

Terms &

Conditions people

(T&Cs)

the rules and requirements of a contract between two or more

consent agreeing to something

rights

away from them

Digital wellbeing is how you feel overall when gaming or online.

People can portray themselves in different ways online - this can have
an impact on their wellbeing and the wellbeing of others who view their
content.

How people portray themselves can depend on the platform they are
using and who the audience is e.g. Instagram may be for friends and
LinkedIn is for work.

Key Knowledge

* What we see online isn't the whole picture - people put parts of
themselves online and can choose what they want others to see.

* Asaninfluencer it can be hard to protect yourself from online abuse,
such as negative comments and bullying.
The behaviour of influencers can also negatively impact their
followers/viewers, for example, they might feel jealous of the
influencer's life, they could spend a lot of money on products that
aren't as good as they seemed.
It's important to remember that many influencers get paid or get
free stuff to show products on their videos - this means they might
not always be entirely honest about how good they are!

Key Vocabulary

influencer A person who has access to a huge audience
online and can persuade others to act based on
their recommendations e.g. they may get paid by
companies to recommend their product and then
the influencer's followers will buy it.

something a person has that people think should not be taken
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phishing A cyber-attack where cybercriminals try to gain sensitive information from
you by pretending to be someone you would normally trust.

There are clues to look out for in phishing emails, calls or messages:
* Check the sender
* Look our for incorrect spelling and punctuation

Is It too good to be true?

Where are the hyperlinks taking you?

Only download attachments that you trust

Never give bank information on an email or message

Key Knowledge

* Misinformation = Mistake

» Disinformation = Deliberate

When you see something online you should:
Check its reliability - who is the source? Does the information fit with what you already
know to be true?
Keep in mind that some information can be partly true and partly false - by mixing false
and true information it can make people more likely to believe it.
Many social media sites now have 'fact-checking', where you can see if there is any
evidence for the information.
Companies pay influencers and vloggers to promote their products. This type of content
is sponsored or boosted.

Key Vocabulary

critical thinking Involves questioning something to check that it's true or real,
instead of just believing it. Make a decision based on evidence.

misinformation False information shared by people who don't realise it's false
and don't mean any harm.

disinformation False information created and shared to deliberately cause
harm.




